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About Us
24/7 cyber fusion center, operating from 2,000 square feet 
office in MICT Park. Established in 2014,  Head quartered in 
Yangon, Myanmar.

Detect, respond, and remediate cyber incidents using state-of-
the-art technology and a well-established incident response 
process

S e c u r i t y  O p e r a t i o n s

Enhance protection, detection, and response capabilities through 
the use of state-of- the-art technology and in accordance with 
industry benchmarks.

S e c u r i t y  E n g i n e e r i n g

Uncover vulnerabilities and exposures through a thorough 
testing methodology and real-world attack vectors.

S e c u r i t y  A s s e s s m e n t

Assess risk factors and enhance cyber security program based 
on proven industry best practices.

I n f o r m a t i o n  A s s u r a n c e

20+

2023 Operations

SOC Subscribers

10 K+ Network & Endpoint Sensors

50 + Security Assessment Projects

100 + Security Incidents Per Months

6 + Digital Forensics
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Security Operations Center

DFIR

MDR

Field Notes 

Detection & 
Response Threat Hunting

Digital Forensic
Incident Response

T-1 / T
Post Incident Reports

ÅRoot Cause Analysis
ÅLesson Learned
ÅRecommendations

T+ 1
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It is better to be a warrior in a garden 

than a gardener in a war.
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Agenda

ÅCybersecurity Threat Landscape

ÅUnderstanding and protecting everyday cyber threats
ÅPasswords

ÅPhishing

ÅMalware

ÅSystem Security

ÅIncident Reporting

ÅStrategy and Tactics
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Bank Cyber Heist

ÅNearly USD 1 Billion attempted

ÅUSD 81 millions lost
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Data Breaches
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Attack Patterns

4 Major Patterns

75 % Breaches involved human elements

49 % Breaches involved credentials

24 % Breaches involved ransomware
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Attack Pattern Trends
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Motives

BEC
Ransomware
SWIFT Transfer

Personal Information
Customer Information (KYC)
Sales Transactions
Financial Information
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Å PII Data has much longer shelf life than bank card/account 
information.

Å CC/Debit card has shelf live of months if not weeks.

Å Name, NIRC, DoB, have shelf life of years.

Å Biometrics, Customer Information (KYC)

Privacy and PII

Personal Information
Customer Information (KYC)
Sales Transactions
Financial Information
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Threat Landscape - Myanmar
Foreign/Global ThreatsDomestic Threats

Targeted, 
Advanced & 
Persistent

Opportunistic

BEC
Å Financial loss in USD 

Millions
Å Compromise of PII/ 
Å Compromise of corporate 

confidential information

Thrill / Skill
Å Compromise of PII 
Å Compromise of corporate 

confidential information
Å Reputational Damage
Å Social Media

Å Financial Loss
Å Extend/Expose to APT Ransomware

Å Interruption in critical 
business operations

Å Compromise of PII/
Å Compromise of corporate 

confidential information

Espionage
Å Compromise of PII
Å Compromise of 

corporate 
confidential 
information

Data Breach / Theft / Fraud
Å Compromise of PII
Å Compromise Corporate confidential information
Å Financial loss

Data Breach
Å Compromise of PII
Å Compromise Corporate confidential information
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Ransomware

RDP Brute 
force Mimikatz Cobalt Strike New Accounts LockBit

Vulnerable 
Internet Facing 

System

Phishing

LSA Secrets

Credential 
Valuts

Credentials in 
Plaintext

Service 
Account Abuse

WMI

Management 
Tools

PsExec

GPO Changes

Shadow IT 
Tools

Schedule Task

Service 
Registration

CrySiS

REvil

Ryuk

WannaCry

Initial Access Credential Theft Lateral Movement Persistence Payload
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IC3 Report 2022

USD 2.7 Billions
Business Email Compromise
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BEC Scam
Fraud

1

A Fraudster 
sends email to 

the target posing 
as the 

suppliers/service 
provider

2

A Fraudster 
inform a target a 

change in the 
payment details
Update Account 

Number

3

Finance manager 
made payment to 

new account

4

Finance manage 
noticed a fraud 
when the real 

supplier calls for 
unpaid fees
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BEC Scam
Stages

Fraud

ƤAccount Information 
Update requests
ƤFraudulent transfer 

requests

Internal 
Reconnaissance

ƤIdentify key players
ƤIdentify communication 

patterns

Evasion

ƤMailbox rules
ƤForward
ƤMail Clients
ƤVPN

Establish 
Foothold

ƤAdditional Accounts 
Phishing
ƤInternal/External Users
ƤEmail Forwarding
ƤSet up access tokens
ƤApp Passwords

Initial 
Compromise

ƤPhishing
ƤPassword guessing
ƤCredentials Database
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BEC Scam

Most of the BEC scams in Myanmar are not reported.

Financial loss ranging from USD tens of thousands 
to USD hundreds of thousands per scam.
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Phishing
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Phishing
Phishing Susceptibility Percentage

Before Awareness Training

After Awareness Training

20 % to  30 %

5 % to 15 %
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Advanced Threats - Targeted
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Pragmatic Digital Security
Secure

Cost Effective Convenient

?
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Digital Security Fundamental

Confidentiality
ƤKeeping  secret & private

Integrity
ƤKeeping accurate & reliable

Availability
ƤKeeping accessible and reliable
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Wearables
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Location History
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YouTube Watch History



26TLP:AMER Kernellix Co., Ltd. | Confidential

Browser History
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Meta Data
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Internet of Things
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Mobile Devices
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https://myactivity.google.com/myactivity
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Passwords
Keys to our Digital Life

p@ssw0rd123



32TLP:AMER Kernellix Co., Ltd. | Confidential

1. mesorgmm@123

2. Welcome123

3. Password01

4. Str0ngP@ssw0rd

5. Password2023

6. 19801211

7. Rp$9rgqmfpt3Ng%xRrTk

8. Iloveyou3000

Passwords
Quiz: Choose the Secured Password from the Below 1 to 8.
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LeetSpeak
Replacing Alphabets with Characters and Symbols
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Bad Password Hygiene

ÅWeak Passwords
ÅShort, Guessable, Common

ÅWriting it down on the paper
ÅStick Notes, text files

ÅSharing your password
ÅWith colleagues, friends, family

ÅLeetSpeak
Åweareeng1234 = w3@r3eng!@#$

ÅReuse
ÅWork Email, Social Network, 

Personal Email

ÅRecycle
Åho@eng@2023

Åho@eng@2024
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Passwords
Attacks ƚBuilding Wordlist

Tools to build possible passwords based on few inputs:
Å Name/Nick Name/DoB
Å Partner Name/Nick Name/DoB
Å Child name/Nick Name/DoB
ÅPetƝs name, Soccer 
Å Company Name
Å Additional Keywords
Å Years, 
Å Leet Mode
Å  a = @, s = $, Oo = Zero
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Passwords
Password Reuse

Collection #1

In January 2019, a large collection of credential stuffing lists (combinations of email addresses and passwords used to hijack 
accounts on other services) was discovered being distributed on a popular hacking forum. 

The data contained almost 2.7billion records including 773 million unique email addresses alongside passwords those 
addresses had used on other breached services. Full details on the incident and how to search the breached passwords are 
provided in the blog post

The 773 Million Record "Collection #1" Data Breach.

Breach date:7 January 2019
Date added to HIBP:16 January 2019
Compromised accounts:772,904,991
Compromised data:Email addresses, Passwords
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Breach Database
haveibeennpwned
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Password Best Practices
Password /Pass Phrase

Choose a new password

A few words easy for you to remember

Banana 21drive elephant sitting piano
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Password Best Practices

ÅEnable 2FA for your important account

ÅEnable Two-Factor Authentication

ÅIn addition to password, onetime password OTP 
is required to login

ÅOTP 

Åis sent via mobile, SMS

ÅIs generated by hardware token

ÅReduces the risk of  

ÅAccount compromise via stolen/weak 
passwords

2 FA
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ÅAt least the important accounts
ÅLaptop/Computer

ÅPersonal Email

ÅOffice Email

ÅSocial Media Accounts

ÅFacebook

ÅLinkedIn

ÅRemembering 3 passwords is easier compared to account compromised 
incident

Password Best Practices
Unique Passwords
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ÅIf you must use a password manager, be sure to 

use secure password manager

ÅDo not use password manager if you can

ÅIf you must, DO NOT use browser remember 

password function

Password Best Practices
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How can they steal?

run post/multi/gather/ firefox_creds

run post/windows/gather/ enum_chrome
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Phishing

https://www.whatismybrowser.com/



45TLP:AMER Kernellix Co., Ltd. | Confidential

Phishing

ÅSocial Engineering attacks that lures the targets 
by exploiting psychological factors such as

ÅFear, Rewards

ÅUrgency

ÅSympathy, Curiosity

ÅThreat actors sends email to the target, tricking 
him/her to:

ÅOpen an attachment

ÅClick a link

ÅDisclose Information
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ÅThere are few variation of phishing 
attacks/social engineering attacks
ÅSpear Phishing
ÅTarget, Custom Message 

ÅWhaling
ÅTargets top executives ƚCEO, CFO, CIO, BoD

ÅVishing/Smishing
ÅUse Phone Calls

ÅAngler Phishing
ÅUse Social Messaging platform

Phishing
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Phishing
How to Protect

https://emsdelivery.badwebsite.com/?rid=fas5yHo

1

2
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ÅAlways check the sender
ÅNot just the display name but the email address

ÅAlways verify the link in the email
ÅAlways right click on the link, copy link address, and enter the URL in the 

browser address bar

ÅVerify the link before visiting the site

Phishing
How to Protect
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Phishing
Verify the Address

Read the Address from right to left

The email is sent from  freecuponnow.com NOT athinchay

itadmin@athinchay.freecuponnow.com

IT
IT Admin <itadmin@athinchay.freecuponnow.com>

Sun 08/23/2020 03:14 PM

To: Kyaw Kyaw

Dear Kyaw,

We are updating and performing monthly maintenance for our email 

services. Recently we found out that there is an External Mail Delivering 

issue in your mailbox.

Please click here  to log in toê
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Phishing
Verify the Address

Beware of the similar address

CE
Chairman<chair@mes.info>

Sun 08/23/2023 05:11 PM

To: Kyaw Di Lynn

Dear All,

We are engaging with McKinsey Myanmar to optimize our Business 

Contingency Planning,  BCP, to respond to current situation better.

Please register here for the event timely to prepare the necessary 

arrangement

mes.info NOT mes.org.mm

chariman@mes.info
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Phishing Campaign Setup
myanmar-es.info

myanmar-es.info

myanmar-es.com

myanmar-es.org

myanmar-es.bot

myanmar-es.net
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Social Engineering
Call when in Doubt

ÅWhen your partner:
ÅUpdate the beneficiary bank account number
ÅRemind you of the bill you have not paid

ÅPartner, Boss, CEO urging/rushing you to:
ÅTransfer funds
ÅGive information
ÅSend files

W h e n  i n  d o u b t ,  c a l l  t h e  p e r s o n

D o  n o t  c a l l  t h e  n u m b e r  i n  t h e  e m a i l  s i g n a t u r e
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Malware

ÅA short for Malicious Software

ÅNumerous family of malware varying 

capabilities
ÅC2 bots

ÅCryptominers

ÅRansomware, Spyware

ÅTrojans, Viruses, Worms

ÅIn general, Malware enables a threat 

actor to
ÅControl your computer

ÅUtilize your computing power and 

network

ÅSteal information from your computer

ÅDestroy information on your computer 

and network

Capabilities
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Permission
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Malware

https://statistics.securelist.com/vulnerability-scan/month
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ÅClicking a malicious link in an email

ÅOpening an attachment in an email
ÅPDF, Words, Excel
ÅZipped File

ÅPlugging in infected USB Drives

ÅDownloading and installing a software form the untrusted source
ÅMalicious software pretending to be a software
Å 3rd party applications (APK) for mobile

Malware
How do you get infected
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ÅUse endpoint security, (anti-virus, anti-malware)
ÅKaspersky, Microsoft Windows Defender, TrendMicro etc.

ÅDo not disable your endpoint security

ÅBe cautious when using USB Drives

ÅBe cautious when clicking link in emails
ÅAlways right click on the link, copy link address, and enter the URL in the 

browser address bar

Malware
Protecting yourself
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Fully UnDectable
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System Security
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Zero-day (0day)

https://zerodium.com/program.html

ÅAndroid full chain (Zero-Click) with persistence (New Entry)
$2,500 ,000

ÅWhatsApp RCE + LPE (Zero-Click)
$1,500 ,000

ÅWindows RCE(Zero-Click)
$1,000 ,000

ÅChrome RCE + LPE
$500,000
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ÅOutdated System/Software with no security updates are vulnerable to 
attack

ÅHacking leverage the security flaws in the system

ÅInsecure system/software may enable threat actor take control of 
your system

ÅAll system/application are exposed to such attacks
ÅOperating Systems, Office Application, Web Browsers

System Security
Patching / System Update
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System Security
Most Targeted Software

Web Browsers

Productivity/System

Operating Systems
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System Security
Most Targeted Software

https://securelist.com/it - threat-evolution- in-q2-2021-pc-statistics/103607/
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System Security
Patching / System Update

ÅAutomatic Update
Å Configure the OS, Device, Application to download and install the update when available

Å Android, iOS, Browsers, Productivity Software

Å Fast, convenient, but may break functionality

Å May be tricky to implement in large corporation

ÅManual Update
Å User/System Administrator download the update, verify and deploy the patch

Å Provide more control for large corporation

Å Can leverage patch management platform
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System Security
No Action Why

1 Keep your system updated/patched when possible It is very hard to hack updated system

2 Do not install software from unknown source. They could be 
malware/spyware

Malware/spyware can steal anything 
they want.

3 Create Strong password for your computer and mobile 
devices

Make it harder for your adversary to read 
the contents on your device without your 
permission

4 Encrypt your storage
ÅWindows ƚBitLocker
ÅApple/Mac ƚFilevault
ÅAndroid, iOS ƚEnable passcode/ pattern lock

Make it harder for your adversary to read 
the contents on your device without your 
permission

5 ÅLock your screen when you are away from your computer. 
Windows Key L

Make it harder for your adversary to 
access to your information while you are 
away.
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How can they steal?

use exploit/windows/smb/ms17_010_eternalblue
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ÅSecurity compromise is matter of WHEN
ÅEven the most secured of organizations are known to be breached

ÅSecurity incident is expected in organization

ÅIf you suspect a cybersecurity incident, notify your organization IT help 
desk. 
ÅEstablish procedure in advance so that everyone knows what to do when incident 

occurs.

Incident Reporting
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Incident Reporting

ÅAnti-virus Software Alerts

ÅPassword no longer working

ÅPop-up Windows on your 
computer/browser

ÅClicked on suspicious links

ÅInstalled suspicious software

ÅLost your office computer/mobile 
devices

Suspicious Events
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Dwell Time

2022

16 Days 8 to 10 Days

2023
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Security Frameworks

CSP

Essential 8


